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Abstract—Few sectors demand stricter safety guidelines, stan-
dards and systems than the automotive one. Brands often
compete on their ability to promote and produce a safe driving
experience. Closely related to safety in physical applications is
the issue of trust. A trusted and safe brand is ultimately a sellable
one.

A lower acceptable limit for Automated Driving (AD) vehicles
has been stated as at least as safe as a human driver. Achieving
this puts high requirements on perception. This is non-trivial
as humans spend many years learning about environments, i.e.
spotting subtle differences and avoiding potential dangers.

Machines might not be able to gather, learn and process data
over many years, but more importantly, cannot generalise as
humans do, especially with respect to danger. Therefore, with
an eye on safety, this paper looks at sensors, impairments, data
quality and its impact on downstream machine learning. Poor
quality data increases the risk of ML performance degradation
which ultimately may cause accidents.

Poor data requires additional cycles of the drive-collate-
process-assess process. A complicating factor is adverse weather,
which in this work we factor in with respect to Nordic conditions.
Whilst frameworks and standards have already been introduced,
real use cases are needed to operationalize the standards and in-
troduce useful and relevant concepts, that ensure safe automated
driving. Namely, we introduce data readiness levels, akin to TRLs
for data, data descriptors and implementation of explainable
AI. We also use a data inspection tool for checking all sensor
modalities at the same time, to ’debug the data’.

Index Terms—Automated driving, Data management, Safety-
critical, AI trustworthiness.

I. INTRODUCTION

The adoption of AI is a key success factor for safety-critical
autonomous systems, particularly given the rapid advance-
ments in the sector. However, integrating AI into safety-critical
systems introduces a new set of challenges resulting from
uncertainty in AI models. In this paper, uncertainty refers to
the difference between training and deployment. Specifically,
it refers to models trained to navigate a vehicle.

Without an appropriate safety assurance strategy, uncer-
tainties in AI predictions can lead to unexpected hazardous
situations that impact human safety [1]. Unlike traditional
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Fig. 1: A clear separation between training and deployment
of AI models with respect to autonomous driving simplifies
collection and training. However, it can open up mismatches
between the training and deployment scenes hence derived
datasets views from deployed/operations.

software, AI models heavily depend on data, which conditions
both their performance and robustness. This dependency may
lead to unpredicted, and thus untrustworthy, behaviours in
operation, e.g. when the system encounters unseen scenarios
or corner cases that were missing or under-represented in
the training and verification datasets, or intentional manipu-
lations exploiting brittle AI models. Fig. 1 shows a high-level
overview of the AI training and deployment pipeline within
the AD domain.

In safety-critical systems, in this case automated vehicles,
risks result in human injuries, and may also trigger damaging,
dramatic media coverage. Although many thousands die and
are injured on roads worldwide, incidents involving automated
vehicles make headline news, often globally. Therefore, ensur-
ing safety requires methods and strategies to detect, mitigate
and continuously manage potential failures across the entire
lifecycle of an AI system.

We therefore need an AI safety assurance process and
relevant approach to (i) understand the source of uncertainty



by formally decomposing it into manageable types, (ii) define
an uncertainty management strategy and practical approach for
both development lifecycle phase and operation and monitor-
ing stage.

Our key contribution in this paper is to bridge the gap
between safety, security, physical integration of AI in critical
systems with respect to standards and common practices,
with a focus on data management activities and safety-critical
autonomous driving systems. Specifically, guidelines, code and
data have been made available through a project, ROADVIEW,
which we elaborate on, and exemplify with, below.

In the autonomous driving domain, perception data typically
consist of sensor readings from cameras, radars, lidars and
corresponding annotations describing the surrounding traffic
scenarios. Ensuring safe driving requires that safety-driven
metrics be continuously evaluated in alignment with the sys-
tem’s defined safety scope as shown in Fig. 2.

Fig. 2: Safety-driven data quality metrics in autonomous
driving. Two paths through the process with feedback in the
process.

II. RELATED WORK

ISO/IEC 23894 Artificial intelligence — Guidance on Risk
Management states that training, test and production data
should be fit to the intended behaviour with respect to data type
and quality [2]. In addition to this, the ISO/IEC 5259 standard
series provides a unified framework that defines, measures and
governs data quality across the data lifecycle to ensure reliable
machine learning (ML) outcomes [3]. ISO/PAS 8800 further
provides dataset related safety properties, such as accuracy,
completeness and representativeness [4]. Safe AI development
standards and practices e.g. EASA [5], AMLAS [6], AI-
FSM [7] explicitly introduce data management as a separate
phase within the development process. These frameworks
emphasize that data is central to both AI development and
operation, and there is a need for operational monitoring to
detect when conditions may undermine system trustworthiness
and safety. Standards such as ISO 21448 [8] and ISO/PAS
8800 provide partial data management guidelines [9]. These
standards and practices together deliver a common message:
Data management is fundamental to developing and deploying
trustworthy AI in safety-critical applications. [10] discusses
safety and AI, from feature selection to the engineering phase.
This is not unlike this paper, however, we are a little more
data-focused.

A paper that introduces a unified framework covering ro-
bustness, interpretability, controllability, and ethicality, and or-
ganizes alignment research into forward alignment, assurance,

and governance is [11]. It serves as a key reference for system-
level AI safety and alignment research. Amershi et al. present
a set of empirically grounded design guidelines for effective
human–AI interaction, synthesizing insights from HCI and AI
system design [12]. The work defines actionable principles
for transparency, control, feedback, and trust calibration, and
has become a foundational reference for human-centered AI
system design.

On the topic of autonomous driving and data quality, Liu
et al. postulate that AD dataset surveys are not sufficiently
extensive [13]. Therefore, the authors present an exhaustive
study of 200+ datasets, with 350+ references, encompassing
sensor modalities, varying data sizes, tasks, and contextual
conditions. Of relevance is that they introduce a metric for
evaluation akin to our DRLs, section V-C below. Our work
differs from Liu in concrete scene-differences from training
to operations using our comprehensive 5TB of project data.

From 2020, Vargas et al. look at autonomous vehicle sen-
sors and their vulnerability to weather conditions [14]. From
2021, Yurtsever et al. present challenges, high-level system
architectures, emerging methodologies, and core functions,
including localisation, mapping, perception, planning, and
human-machine interfaces [15]. The nuScenes publication,
from 2020, contains a comprehensive survey of AD datasets
[16] as well as their dataset. Bijelic et al. from 2020 examine
adverse weather conditions and present a novel multimodal
dataset acquired in more than 100km of driving in Northern
Europe [17]. This dataset is the first large multimodal dataset
encompassing adverse weather, with 100K labels for LiDAR,
camera, RADAR, and gated near-infrared sensors. The Boreas
dataset, from 2023, with 350 km driving data, was collected
over a repeated route over one year, with seasonal variations
and adverse weather conditions [18]. A list of AD datasets
with harsh-adverse weather conditions is available [19].

III. AI CHALLENGES IN SAFETY-CRITICAL SYSTEMS

The opaque and uncertain behaviour of AI models is the
major challenge for their adoption in safety-critical applica-
tions. AI-based systems may produce unpredictable outputs
when inputs deviate from their training datasets, often re-
ferred to as the model’s generalization capability. However,
in safety-critical contexts, uncertainty in generalization can
lead to hazardous situations, making it difficult to guarantee
safe performance across all operational scenarios within the
system scope. Brando [20] proposed a formal decomposition
of uncertainty into three main categories:

• Domain: AI models learn from a limited dataset that only
approximates the true real-world distribution, creating a
gap between what the model has been trained and tested
on and the real scenarios it must handle in operation.

• Epistemic: AI models can only explore the limited solu-
tion space defined by their architecture and parameters.
The gap between the optimized model within this space
and the ’theoretically ideal’ model results in epistemic
uncertainty.



• Aleatoric: Captures the inherent variability in the model
output, resulting from ambiguous or missing input infor-
mation. Since the true ground-truth value is fundamen-
tally non-existent in this case, the expected prediction
should be represented as a distribution rather than a
deterministic value.

This decomposition highlights that data quality, especially
its representativeness, is a key uncertainty category. Managing
the datasets used to train and verify an AI model is therefore
as important as managing the trained model itself.

In safety-critical domains, safety-driven data quality be-
comes a primary factor in determining whether the system
can operate safely within its intended scope. An example of
such a safety-critical system is the vehicle perception system
developed within the ROADVIEW project, Robust Automated
Driving In Harsh Weather [21].

IV. UNCERTAINTY MANAGEMENT STRATEGY

We propose a structured and systematic approach to manage
and mitigate AI uncertainty by leveraging the above-mentioned
decomposition and the guidelines in ISO 21448 - Road Ve-
hicles - Safety of the Intended Functionality (SOTIF) [8].
SOTIF defines scenario categories based on two dimensions:
known/unknown and hazardous/non-hazardous. During devel-
opment, the goal is to maximize the known subspace, while
during operation the goal is to ensure that the system operates
within the known/non-hazardous subspace, minimizing the
risk of accidents. The proposed data management strategy
therefore focuses on domain uncertainty and consists of two
main parts corresponding to the development lifecycle and the
operation stage.

A. Domain uncertainty reduction in the development lifecycle

Domain uncertainty is identified and reduced during a ded-
icated data management phase within the lifecycle. The sys-
tem’s safety requirements are first allocated to corresponding
data requirements. Based on these requirements, a structured
set of data quality metrics will be derived, including both
general Data Readiness metrics and safety-driven metrics
specifically tailored to the system’s identified hazards and
mitigations. These metrics enable early identification of data
quality gaps and guide additional rounds of data collection
and preprocessing, such as augmentation and data cleansing.
During this phase, the datasets and their expected safe bound-
aries are formally specified. System performance with respect
to these boundaries will be documented together with the
boundary specification. During the data management phase,
the following topics are covered:

• Data quality gap analysis: This activity consists of (i)
Completeness analysis to identify missing important fea-
tures or data samples. Data balance analysis to baseline
data distribution and identify gaps, (ii) Relevance analysis
such as prototypes or criticisms to identify representative
or unrepresentative data samples, and (iii) Accuracy anal-
ysis to examine annotation quality, consistency checks,

distribution checks, and correlation analysis to assess how
input features affect the labels.

• Data quality gap closing: Using data explainer tech-
niques to guide data collection and preparation through:
(i) uncertainty analysis to identify high-uncertainty re-
gions where additional data would reduce the domain
uncertainty, (ii) Diversity analysis, e.g. unsupervised data
clustering, to verify whether data are adequately repre-
sented across diverse and representative regions.

• Data augmentation: Augmentation techniques using
synthetic data or data reconstruction to close the identified
distribution gaps. Feature importance analysis will guide
the augmentation to close the gaps focusing on key fea-
tures influencing safety-driven metrics. Identify realistic
noises and adversarial patterns for augmentation targeting
robustness requirements.

• Data boundary specification: Data descriptors trained
during development are used to specify the datasets and
also to validate input data later during the operation stage.

B. Control of residual domain uncertainty in operation stage

Residual uncertainty will be managed in operation through
an operational safety architecture that encloses safety supervi-
sors monitoring system boundary conditions to assess the trust-
worthiness of AI-based components outputs. If supervisors
detect anomalous situations, such as anomalous input data,
unusual model neuron activations or anomalous outputs, the
decision-making component will be informed and mitigation
actions will be triggered. Residual domain uncertainty is
monitored during operation as follows:

• Data anomaly detection: Data descriptors trained and
verified during development will be used as safety-driven
data validators, together with other data quality validators,
to assess whether incoming data are likely to belong to the
known domain and thus the prediction of the AI models
can be trusted for informed safe decisions.

• Model anomalous behaviour detection: Data anomaly
detection models can also be trained to monitor models
neural activations or model outputs to detect distribution
shift or anomalous model behaviours not observed during
development.

• Rejected cases logging: Operational situations where
input data, interim extracted feature or output predictions
are flagged as anomalous will be logged for diagnosis
and future development cycles to improve the system or
refine the specification.

C. Traceability - safety goals to data requirements/evidence

Traceability of the process starts with a clear definition
of the system scope, including Operational Design Domain
(ODD), the operational scenarios, and the intended function-
alities. From this scope, the first activity to be conducted is
Hazard Analysis and Risk Assessment (HARA), to identify
hazards and derive system safety requirements. The system
safety requirements will then be allocated to requirements for
the data and the model, together with success criteria and



corresponding metrics. This creates the basis for assessing
compliance, identifying gaps and generating evidence to sup-
port safety argumentation.

The allocation of system requirements to the data require-
ments is often guided by the key desiderata (such as those
listed in [7]). For the ROADVIEW project, the following data
requirements were specified:

• Dataset completeness: The dataset must include sufficient
coverage of all object categories relevant to ODD and
variations of weather conditions, sunny, rainy, snow, fog
that may affect object recognition performance.

• Dataset representativeness of real-world scenarios, repre-
sentative distribution of perception scenarios within each
weather condition.

• Data balance: The dataset should maintain class balance
under each weather parameter range.

Fig. 3: Image metrics from six tools across a range of rain and
fog impairments, see Fig. 5. 6 are shown here, 46 have been
evaluated in [22], [23], Q-align performs best. Image quality
metrics are an important part of the DRL, see the concept in
Fig. 6. Data Readiness Levels are our method of assessing
data quality, an important part of safety.

Sensor data are typically extremely high-dimensional, mak-
ing it not practical to analyse every single dimension. To
determine where the datasets meet the defined requirements,
systematic methods (most often relying on Explainable AI
techniques) are needed to identify and prioritize the key safety-
driven metrics. These methods allow assessing dataset compli-
ance, identify data gaps, guide gap closing actions and produce
required evidence as part of the traceability requirements.

Since downstream AI models usually include one or more
feature-extraction blocks followed by prediction modules that
depend on those extracted features, it is of importance to
assess whether the dataset actually provides the relevant fea-
tures/insights needed for the intended functionalities and how
these features are distributed across the dataset. To support this
assessment and quantify the domain uncertainty, the following
groups of data-explanation methods are selected:

1) Data profiling: evaluating data distributions and struc-
ture to confirm that the dataset meets predefined quality
criteria. This step generates evidence (in forms of re-

Fig. 4: Data descriptor example: A dataset is described by a
train feature extractor model and corresponding feature space.

ports) on dataset characteristics, ensuring that no signif-
icant biases or inconsistencies affect model training and
inference.

2) Data prototyping: extract representative examples from
the dataset, ensuring that key patterns, objects, or con-
cepts are well captured and understandable. This process
enables explainability by linking AI decision-making to
specific dataset elements.

3) Data descriptors: provide a structured way to summa-
rize dataset characteristics, helping to define the bound-
aries between known and unknown data distributions.
These descriptors support the identification of Out of
Distribution (OOD) data. During the development cycle,
it helps to specify and verify the dataset, while during
the operation it can be used to formulate supervisory
monitors to ensure that AI models operate within the
known domain.

Fig. 4 shows an example of a data descriptor built using
an AutoEncoder-based model. Each data point (i.e. image) is
transformed by the encoder into a latent vector, a compact
representation of most salient features of the data point.
Collectively these latent vectors, corresponding to all samples
in the dataset, form a subset of Euclidean space, reflect
the structure of the dataset. The figure presents a three-
dimensional visualization of the latent space, using PCA
dimension reduction techniques. The dataset can then be
described by the data descriptor, defined as the tuple Encoder,
latent vectors, whereas the encoder specifies the projection
transformation and the latent vectors represent the projected
data.

V. CASE STUDY: THE ROADVIEW PROJECT

An essential part of applying standards in practice is a
Horizon Europe Innovation Action project, ROADVIEW [21].
To translate theory into practice, we implemented eight meth-
ods shown in Table I of how we worked with data to the



goal of safety-security-physical-AI in the realm of autonomous
driving.

# Measure Purpose Implementation
A Data experience Real & controlled 2 drives+1 track
B Dataset augmentation Add scene cases Rain & fog
C Data quality Systemisation DRLs
D Data validation ’Debug’ modalities rerun
E Data descriptors Compact summaries ML-based descriptor
F Data profiling Coverage EDA
G Data prototypes Insights Clustering
H Safe operation Control uncertainties Safety supervisors

TABLE I: Data assessment using real sources.

A. Datasets for AD training: ’Harsh weather included’

We have access to 5TB of data gathered in a number of
road scenarios, settings, day-night and weather conditions.
Parts of the data collection are documented [24] whilst others
are ongoing [21]. There is a strong focus on adverse, harsh,
inclement weather conditions. In addition to system inclusion
and testing, weather conditions impact this work by testing the
ODD limits see Fig. 13.

Dataset Provider Data Details
(Environment) Size
FGI Finnish 1 urban & 1

Geospatial rural journey,
Open Research 14 GB 49 km,
Road. Institute FGI. FI. from 03-12-2023.
REHEARSE Technological 2 testing grounds.

Institute of 320 GB H2O-generated
Test Ingolstadt, DE (Not snow/ice)
Track. Cerema Inst. FR. 2023-ongoing
AVL AVL Open road drive

Software 2.5 TB in Southern
Open Functions, Germany.
Road. GmBH, DE. 2023-2025

TABLE II: The three datasets utilised in this work.

As an example of the ideas in this paper we implemented
them into the ROADVIEW project [21]. We used data from
two open road drives and one test-track setup, see Table II.
The ROADVIEW project has two open road drives and 1 test
track plus a number of adverse weather scenarios. An up-to-
date list of datasets that consider adverse weather conditions
is available online, available from the link datasets.

B. Data Augmentation: ’Filling the gaps’

Data gathering and collection can only capture the condi-
tions at that time. Whilst representative, the settings might not
be sufficient to cover all cases. For example, a clear road is
not the same as drizzle, fog, sleet, or snow. Despite having
5TB of data, controlled ’noise’ was needed. Noise means
rain and fog for images, and fog for point clouds. As well
as the controllability in datasets, the REHEARSE test-track
dataset has the possibility to generate real rain, drizzle, but
not really fog, at least that remains in an outside environment.
Over 3 million frames and 50 thousand point clouds without
augmentation were rated, in addition to the samples impaired
or augmented with weather conditions discussed here.

Fig. 5: Rain generation using the Albumentations package on
the FGI dataset, see subsection II below. To calibrate the DRL
Level 6, the impairments were controlled or varied, sometimes
called ’noise modelling’. This particular image has been rain-
impaired at a level of 20, on a scale from 0-100.

C. Data Readiness Levels: ’Systemisation made easier’

Data quality systemisation using a Readiness Level concept.
Akin to Technical Readiness Levels (TRLs), Fig. 6 shows nine
levels with respect to data quality within automated driving.
An initial description of Readiness Levels was first introduced
by Lawrence in [25]. He used 3 bands and classes within,
whereas we kept to closer to the TRL levels in this scope.
Noteworthy is the upward dependence of the levels, that a
dirty or the effect of misaligned sensors will propagate up to
the machine learning phase and ultimately object detection and
therefore safety. The DRLs are organised to follow the data
flow. Levels 6 and 7 are in the broad coverage of this paper.

4

DRL

1

2

3

7

5

9

6

8

Object detection

HD MAPPING

Data collection

Video
Point 

Clouds

LiDAR 
RADAR

Image

Particulate removal

HW setup

Modality / Processing 

Post-calibration 

Pre-calibration

Quality: light, blurriness, 
contrast. Point Cloud noise.

Dirt, snow, ice accumulation

Impairment examples

Non-optimal algorithms

Sensor misalignments

Chequerboard issues

Vibrations, recording glitches

Fig. 6: Leftmost column: Data Readiness Levels. Used during
training, data flows from DRL 2, calibration, upwards to
object detection, DRL 9. Central column: indicate discrete
steps aligned with the DRLs. Rightmost column: example
impairments. The shaded green section indicates this paper’s
focus.

Each modality is handled separately and then combined into

https://ianmarsh.org/autonomous-driving-datasets/


a single scalar value, see [22]1.

D. Data validation across modalities: ”Debugging the data”

Investigating scenes requires a tool to start, stop, fast
forward and rewind specific portions. Identifying the same
points in images and point cloud monitors how data varies
over scenes. An example is in Fig. 7, for rerun see [26] and a
video2. Inspection, or debugging, akin to software engineering,
is a sanity check for data.

Fig. 7: Cross modality data validation in the rerun visualisation
[26]. RGB, Thermal and point clouds are shown to the left and
DRLs as continuous time series to the right.

E. Data profiling: ’Controlled coverage’

Data profiling involves analysing dataset distributions and
structural properties, using Exploratory Data Analysis (EDA)
techniques, to judge compliance with data requirements. This
activity generates evidence in the form of reports on key
dataset statistics aligned with the dimensions defining the
system scope, i.e. ODD and operational scenarios. Data pro-
filing is used to analyse both raw sensor data and annotation
statistics. Fig. 8 shows the distribution of labelled object
coordinates in ROADVIEW’s FGI dataset. Based on this
distribution, sparsity measures highlighting under-represented
regions with too few data samples are illustrated in Fig. 9.

F. Data descriptors: ’Compact summaries’

The use of data descriptors is twofold: (i) To characterize
the datasets during the development lifecycle and define the
boundaries, and (ii) to provide a foundation for building
anomaly detectors within the reference safety architecture.

Fig. 10 illustrates how an ML model can characterize a
dataset and define its boundary. The example is based on
the AVL dataset. We trained a Variational Auto Encoder
[27](VAE) model to compress each image in the dataset into
a compact numerical vector. Each image thus corresponds to
a point in the 128-dimensional space that captures the most
important visual features learned by the VAE model.

1Our contributions are available from GitHub https://github.com/
roadview-project/No reference image and point cloud quality

2An AD sequence using DRLs is in this video sequence rerun.

Fig. 8: A 3D histogram of annotated object positions in the
FGI dataset. It highlights the distribution patterns and guides
augmentation of important but under-represented interval in a
discrete distribution, i.e. a histogram.

(a) Bounding box shape sparsity (b) Position sparsity

Fig. 9: The sparsity of positions and shapes for a car in an
open-road journey from the Finnish (FGI) dataset detailed in
Table II.

With respect to visualization, this latent space is projected
into three-dimensions using Principal Component Analysis.
The pink ellipsoid highlights the dataset boundary where most
of the data samples are located. The introduction of data de-
scriptors enables the formal specification of high-dimensional
sensor datasets and defines their boundaries during develop-
ment. The same model is later reused in the operation safety
architecture, to assess whether incoming data falls within the
safe limit, or not.

https://github.com/roadview-project/No_reference_image_and_point_cloud_quality
https://github.com/roadview-project/No_reference_image_and_point_cloud_quality
https://ianmarsh.org/wp-content/uploads/2023/08/Screen-Recording.mp4


Fig. 10: FGI dataset distribution in the data descriptor’s latent
space and its estimated known boundaries shown within the
ellipsoid.

G. Data prototypes: ’Domain insights’

Prototypes and criticisms are data-summarization methods
that identify representative examples, called prototypes, and
non-representative examples, called criticisms, that character-
ize a dataset. These methods evaluate whether the dataset
captures the key features that the AI model will later rely on.
The use of prototypes and criticisms thus helps to quantify and
reduce domain uncertainty by revealing how well the dataset
represents the operational domain and aligning data quality
assessment and gap analysis with domain-specific insights.

An example of computed prototype patches (a) and criticism
patches (b) for ROADVIEW’s FGI slipperiness dataset [28]
is shown in Fig. 11. We first extract image features in small
patches and compute prototypes, which are representative sam-
ples and criticisms, for samples that deviate significantly from
the norm. For each pixel with a ground-truth label, a 70×70
pixel patch centred on the pixel was extracted, empirically.
Unsupervised clustering was applied in order to group similar
patches. The centroid of each cluster is selected as a prototype,
while patches whose distance to their nearest centroid exceeds
a threshold that are selected as criticisms.

H. Safe operation: ’Control uncertainties’

To continually monitor residual domain uncertainty and
prevent it from leading to unreasonable hazardous situations,
we employ the safe operational architecture illustrated in
Fig. 12 where the corresponding supervisors reuse the data
descriptors introduced in Section V-F.

The ML-based data descriptor trained on the FGI dataset
during development is reused by a supervisor component
in operation. The chosen ML model is a Variational Auto
Encoder (VAE), whose encoder uses convolutional layers

(a) Prototypes

(b) Criticisms

Fig. 11: A set of in-distribution representative patches, the
prototypes, and out-of-distribution representative patches, the
criticisms, extracted from the FGI slipperiness dataset.

Fig. 12: A reference safety operational architecture. Shown is a
set of supervisory components to monitor systems operations.
Both boundaries and uncertainties are monitored for safe-limit
violations.

followed by fully connected layers to produce the mean and
log-variance of a compact latent vector. The decoder mirrors
this architecture to reconstruct the input. During operation,
this VAE model acts as a supervisor that validates whether the
incoming input data stay within the boundaries captured during
development. Fig. 13 illustrates this process. Each row shows
the input image, its reconstructed version, and the anomaly
score, which is computed as the L2 reconstruction error. The



Fig. 13: Data descriptors trained on the FGI dataset. Anomaly
scores are computed as the distance between the input image
and its reconstruction. In the first row, the input image is
from another dataset. Numerically, the anomaly score is 51%
and 81% higher compared to the other two scenes, thereby
exceeding the predefined admissible threshold, and hence
indicates an outlier.

admissible threshold is chosen so that the captured anomaly
scores computed for the verification dataset are all considered
acceptable and within the expected variation of in-distribution
samples. In the first row, the input image is taken from another
ROADVIEW dataset, the AVL dataset as shown in Table
II. This example image has a much higher anomaly score,
exceeding this threshold, indicating an outlier outside the
known region and therefore corresponds to increased domain
uncertainty.

VI. DISCUSSION

Drawing on comparisons with the software engineering in-
dustry, we are trying to improve both the data and algorithms.
In traditional algorithm development, the data is considered
to be well-known, or manageable, e.g. not dividing by zero,
or using the median where data is skewed. In this case,
the data is not so clearly defined, delineated or completely
described. In the AI age, the data and algorithms work in
conjunction, and therefore the data is equally as important
as the algorithms. This represents a significant shift in data
engineering, computer science, statistics.

As the data changes sector to sector, or case to case, one
needs specific tests, albeit using general principles, with best
practices, and this has been the thrust of this work. Principles,
standards, definitions and well-defined domains are welcome,
but we need best practices and experience as well. We have
applied practices using automated driving and its data as a case
study, with an aim to add common sense, safety and sanity
checks as well as some safeguards in the field of autonomous
driving.

Security is not really addressed in this work, as we do not
consider any kind of adversary. Naturally, this introduces a
new set of safeguards, including complete testing of those in
place and strict adherence of those implemented. The most
important aspect in a security setting is to raise some kind of
alert, warning or even ’stop’ should the safeguards be violated
in operation, and constructing correct ones in training.

We would like to point out this is very much ongoing
work, as is the domain of high quality data(sets) for automated
driving. Perfection is not possible, but a series of safeguards is
needed from paper to practice, from data to models, therefore
we will continue in this vein to ensure safety for physical AI
systems.

VII. FUTURE WORK

This paper shows the relevant standards and issues within
autonomous driving with respect to safety and physical AI.
Security is not discussed, but is earmarked as future work.
We are still closing the gap between ’desk research’ and code
+ real data. We are constructing feedback to the standards
organisations in terms of inconsistencies, ambiguous or vague
formulations or improvements to help produce or hone well-
defined and implementable standards, both formally and with
industry partners.

Data augmentation was only employed for weather condi-
tions, rain and fog, but more should be covered, drizzle, sleet,
snow etc3. Augmentation should be extended to cover other
road cases, extra vehicles, glare from oncoming headlights,
potholes, roadside detritus, and other potential hazards.

Computer-generated augmentations offer flexibility and cost
savings compared with practical data gathering or test track
setups, but should be available to validate the augmentations.
In terms of quality, image impairments are relatively well
known, point clouds less so. In a reference situation where
one can compare real with estimated scenarios, i.e., distances,
and known objects, one can ’rate’ point cloud quality. An
assessment of the two most cited no reference point cloud
algorithms can be found in [22].

Processing large quantities of data, in raw and augmented
modes requires considerable processing. We are looking at
these costs, both time and financial with tools such as weights
and biases wandb.com.

VIII. CONCLUSIONS

Few sectors demand stricter safety guidelines, standards and
systems other than the automotive one. With an eye on safety,
this paper has looked at sensors, impairments, data quality
and its impact on downstream machine learning. Poor data
requires additional cycles of the drive-collate-process-assess
process. A complicating factor is adverse weather, which in
this work we factor in with respect to Nordic conditions. We
introduced data readiness levels, akin to TRLs for data, data
descriptors and implementation of explainable AI. We also
use a tool for checking the modalities at the same time for

3Indeed, these are Nordic harsh conditions, but equatorial and tropical zone
harshness conditions exist namely sand, heat haze etc.



AD, separate from the processes above, to debug the data. Our
contributions were a systematic survey of data management for
safety-critical systems, namely automated driving. We focused
on autonomous driving, that is the scenes and weather for
vehicles, rather than the vehicles solely.
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